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Introduction & threats: 

Pick up at the hotel  
Transfer to the classroom  
 
Greeting 
Presentation of the in-
structors and the program 
The treats we have to 
fight against: 

• Latest technologies of 
technical espionage 

• Sophisticated meth-
ods of transmissions 

• Unusual camouflage 

• Miniaturizing of bugs 

• Telecommunication 
monitoring 

12.00 h lunch break 

• Practical demonstra-
tions & exercises of 
the participants with 
many different kind of 
bugging devices 

Questions of the day 
Hotel transfer 

1st day physical search  

Pick up at the hotel  
Transfer to the classroom  
 
Introduction into the ba-
sics of physical search: 

• Disassembling of de-
vices & items 

• visual inspection with 
mirrors & videoscopes 

• High resolution digital 
X-ray inspection 

12.00 h lunch break 

• Practical demonstra-
tions & exercises of 
the participants with 
plenty of different vis-
ual inspections tech-
nologies 

Questions of the day 
Hotel transfer 

2nd day physical search  

Pick up at the hotel  
Transfer to the classroom  
 
Introduction into addition-
al physical search meth-
ods: 

• Non-Linear Junction 
Detection 

• Metal detection 

• IR thermography  

• IR detection including 
laser transmissions 

• UV inspection 

• Checking sound insu-
lation  

12.00 h lunch break 

• Practical demonstra-
tions & exercises of 
the participants with 
major physical search 
technologies 

Questions of the day 
Hotel transfer 

1st day RF detection 

Pick up at the hotel  
Transfer to the classroom  
 
Introduction into the          
basics of RF detection: 

• Basics of RF spectrum 

• Analogue & digital 
modulations 

• Standard networks to 
hide RF transmissions  

• General challenges in 
RF detection  

• Benefit of widespread 
bug detectors 

• Fieldstrength- & near-
field-measurement 

• Sonic-labeling & silent 
sound correlation 

12.00 h lunch break 

• Practical demonstra-
tion & exercises of the 
participants  

Questions of the day 
Hotel transfer 

2nd day RF detection 

Pick up at the hotel  
Transfer to the classroom  
 
Sophisticated methods      
of RF transmissions & 
detection: 

• Detecting burst RF 
transmitters 

• Spread spectrum & 
subcarrier detection 

• Detection of cellular 
devices  

• Using the OSCOR  

• RF difference spec-
trum analysis  

• Omnidirectional and 
bearing antennas  

12.00 h lunch break 

• Practical demonstra-
tions & exercises of 
the participants  

Questions of the day 
Hotel transfer 
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1st day cables:  

Pick up at the hotel  
Transfer to the classroom  
 
Introduction into analogue 
cable measurement tools: 

• Basics of structured & 
unstructured cable 

• Audio amplifier in-
spection 

• VLF receivers 

• Detection of unknown 
cable & wires 

• Time Domain Reflec-
tometers (TDR) 

• Using oscilloscopes & 
multimeters 

12.00 h lunch break 

• Practical exercises of 
the participants with 
analogue cable equip-
ment presented in the 
morning 

Questions of the day 
Hotel transfer 

2nd day cables:  

Pick up at the hotel  
Transfer to the classroom  
 
Introduction into digital 
cable measurement 
equipment for state-of-
the-art CAT 6/7 cables: 

• TALAN cable analyser 

• FLUKE LAN analyser 

• EXFO fibre analyser 

• Active & Passive Net-
work Sniffing 

• Prevention of Man-in-
the-Middle attacks 

• Best practice in TSCM 
cable measurement 

12.00 h lunch break 

• Practical exercises of 
the participants with 
digital cable measure-
ment equipment pre-
sented in the morning 

Questions of the day 
Hotel transfer 

1st day practical           
sweeping:  

Pick up at the hotel  
Transfer to the external 
training location  
 
Planning the sweeping of 
the day 

• Choosing and prepar-
ing the equipment 

• Practical sweeping of 
a bugged meeting 
room or office 

12.00 h lunch break 

• Practical sweeping of 
a bugged meeting 
room or office 

• Discussion of the re-
sult of the day 

• Suggestions for im-
provements for next 
day 

Questions of the day 
Hotel transfer 

2nd day practical             
sweeping:  

Pick up at the hotel  
Transfer to the external 
training location  
 
Planning the sweeping of 
the day 

• Choosing and prepar-
ing the equipment 

• Practical sweeping of 
a bugged hotel room 

12.00 h lunch break 

• Practical sweeping of 
a bugged hotel room 

• Discussion of the re-
sult of the day 

• Suggestions for im-
provements for next 
day 

Questions of the day 
Hotel transfer 

3rd day practical            
sweeping:  

Pick up at the hotel  
Transfer to the external 
training location  
 
Planning the sweeping of 
the day 

• Choosing and prepar-
ing the equipment 

• Practical sweeping of 
a bugged conference 
room 

12.00 h lunch break 

• Practical sweeping of 
a bugged conference 
room 

Final questions 
Final discussion 
Prospects 
Hotel transfer 
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