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TRAINING

If you're not getting

you're getting worse

Monday

Tuesday

Wednesday

Thursday

Friday

Topics

Introduction & threats:

Conference room in hotel
nearby training centre:

Greeting by Fink Secure

& program presentation:

* Documented eaves-
dropping on aircraft

* Attack scenarios on
commercial aircraft

» Hacking of onboard
Wi-Fi & Bluetooth

e Attacks on local on-
board communication

* Misuse of the public
address system (PA)

12.00 h lunch break

* Mobile network (2G to
5@G) transmissions

» Satellite transmission

» Transmission tech-
niques by light

* Overview equipment
for aircraft screening

Questions of the day

Theoretical background
of aircraft screenings:

Pick up at the hotel
Transfer to training centre

Greeting by instructors of

the aircraft maintenance

training centre:

» Basics of aircraft tech-
nology

» Basics of cabin elec-
tric & electronics

* Legal regulations for
aircraft maintenance

12.00 h lunch break

* Guided tour of the
service areas

Preparing for the aircraft

sweep next days by

TSCM instructor:

e Special features of
aircraft sweeping

* Test procedures
applicable to aircraft

Questions of the day

Hotel transfer

1st day practical aircraft
screening:

Pick up at the hotel
Transfer to training centre

Briefing by aircraft main-
tenance instructor in the
practical part:

» Visual check of the
cabin & it’s interior by
mirrors & video probes

» Joint removal of seats

» Joint dismantling of
cabin elements & fur-
niture

12.00 h lunch break

e Using NLJD’s

» X-ray inspection of
components

* Measurement of wires

Support by experienced

TSCM & aircraft mainte-

nance instructors

De-briefing & questions of

the day

Hotel transfer

2"d day practical aircraft
screening:

Pick up at the hotel
Transfer to training centre

Continuing the screening

inside the aircraft cabin:

» Joint dismounting of

wall panelling

X-ray inspection of

seats & ceiling

RF Nearfield meas-

urement & Difference

spectrum analysis

* Inspection of cavities
by video probes

12.00 h lunch break

» Reassembling of pan-
elling, bins & seats

» Re-fitting of seats

Support by experienced

TSCM & aircraft mainte-

nance instructors

De-briefing & questions of

the day

Hotel transfer

De-briefing & conclu-
sions:

Conference room in hotel
nearby training centre:

Finalizing the instructions:

» Testing opportunities
in the "life cycle" of an
aircraft

* Documentation &
reporting

Final questions & conclu-

sions:

» X-rays as the absolute
key technology?

* Working out the con-
sequences and plan-
nings for practical re-
alisation of future air-
craft screenings

Final discussion

Prospects

12.00 h lunch break

Shuttle to Coburg or to

the airport for return flight




